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Port Authority SAM22

2 Factor 
Authenticated dial 

up or network 
access

PSTN

SECURE OPERATIONS CENTER

This is a typical Secure Out of Band Management configuration for a Managed Security 
Provider. The PA-SAM22 is connected to the console port of a Routers . A WAN connection 
also attaches the PA-SAM22 to the remote WAN. In the event of a problem, the SOC technician 
can RSA-AES dial-up to the PA-SAM22. This will then allow console access . The tech can also 
NETWORK connect to the remote LAN . At no time is the PA-SAM22 relying on network 
security to operate as the network is in question when the device is used. The PA-SAM22 will 
periodically check the telco line and report status back to the DDM.

All Technician access is controlled via the SSM and all 
authenitcation takes place without network connection 
required (although it can be used when available). The 
DDM Manager is used to configure the remote devices 
and receive real time audit and exception reports. All 
data is sent back real time via the network connection.
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Optional Power 
Control 

Modules for 
remote Power 

Reboot

Port Authority SAM22
STANDARD MODEMS

OR
PA-SAM22-IP CLIENTS

CLIENTS WILL PROVIDE ADDITIONAL 
AES  AUTHENTICATION

Power Status

Rx Link

TRUSTED

Rx Link

UNTRUSTED

Diagnostics

Power Status

Rx Link

TRUSTED

Rx Link

UNTRUSTED

Diagnostics
WAN


	Page-1�

